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Abstract: A significant barrier to preserving factual accuracy and dependability in AI-generated outputs is hallucination 

in large language models. Using a benchmark Kaggle dataset, this work provides a comprehensive evaluation of both 

advanced transformer-based architectures and traditional machine learning classifiers for hallucination identification. 

They compared refined transformer models, such as DistilBERT, RoBERTa, and DeBERTa, with baseline models, 

including Random Forest, SVM, and Logistic Regression. The results show that transformer-based models were more 

robust and better at understanding context; however, more conventional models, such as Random Forest, achieved a high 

overall accuracy of 94.10%. DistilBERT struck a wonderful balance between precision and readability. The confusion 

matrix analysis demonstrated that the models helped reduce false alarms for non-hallucination outputs. The ROC-AUC 

ratings confirmed the transformers’ precision and capability for identifying a slight rate of semantic discrepancies. Other 

studies provided supporting evidence that deeper context modelling will provide real benefits to the reliability of 

detection rates, demonstrated by the reduced hallucinations and assessments of the frequency of errors made. In 

conclusion, this research shows that combining traditional and modern approaches is beneficial and that tuning with 

transformer models holds promise for reducing hallucinations. This research provides an example of early steps of 

increasing trustworthiness and human-like models as AI models. 

Keywords: Hallucination Detection, Large Language Models, Transformer-Based Models, Machine Learning, 
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1. Introduction 

Large Language Models (LLMs), which include GPT and BERT (along with their derivatives), have 

shown the capacity to comprehend and produce authentic language. This has led to many outstanding 

applications for these types of models in various areas such as scientific research, healthcare, 

education, conversational systems, and information retrieval [1]. Although LLMs may perform 

satisfactorily, hallucinations are a significant challenge that undermines their reliability. 

Hallucinations occur when a model produces outputs that are factually incorrect, illogical, or wholly 

fabricated [2]. Hallucinations are particularly problematic when employing LLMs for high-stakes 

areas such as law, health, and finance, where presenting inaccurate information can have dire 

consequences [3]. Therefore, the field of hallucination understanding, diagnosis, and intervention has 

emerged as a key area of research, generating interest in both academic and commercial areas of 

study [4]. This review article will describe the elements of hallucinations with LLMs, summarise 

existing methods for detecting and mitigating hallucinations, and share possible ways of focusing 

further research on LLM prompt safety and reliability. 
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Figure 1: Framework of AI Hallucinations: Orientation, Categories, and Severity [11] 

Figure 1 illustrates a systematic approach to classify hallucinations, which breaks down their 

direction, category, and severity or magnitude of effects in large language models (LLMs). Common 

classifications for hallucinations include the Silver Lining classification and the Factual Mirage 

classification, which are further broken down into intrinsic and extrinsic orientations, producing yet 

additional groupings: Time Wrap and Geographic Erratum, being highly alarming and very 

meaningful factual distortions that could produce a lot of misleading information. Moderate or lesser 

hallucinations also include instances of Virtual Voice or Generated Golem errors, where the fallacy 

is related to fake objects or characters. The numeric nuisance and acronym ambiguity simply refer to 

less severe errors or misinformation. While they use the terms spectrum related to having and 

expressing less or more concern, this example provides a way to provide discussion and ultimately 

holistically begin to rate the seriousness and potential risk to the hallucinations from AI. This 

classification also emphasises how mitigation strategies may also be ranked by level of potential to 

undermine trust and reliability (to the degree of severity of hallucination). 

Natural language processing has undergone an overhaul due to the popularisation of Large 

Language Models (LLMs) such as GPT, BERT, and even more complex versions of these models. 

They set the stage for conversation systems, automated reasoning, content generation, and question 

answering to take advantage of natural language processing. Although LLMs show remarkable 

performance and capability, LLMs are still vulnerable to hallucinations. Hallucination is when the 

models produce results which are false, misleading, or made up. In particular scenarios - for 

example, medicine, law, and science - where precision is essential, and LLMs suffer from 

hallucinations, these models lack reliability and trustworthiness. Therefore, it is of the utmost 

importance to determine what causes hallucinations and to set definitions and understand the 

implications of hallucinations. This study characterises hallucination behaviour through a systematic 

analysis across datasets, and it evaluates existing methodologies for hallucination detection and 

mitigation, subsequently suggesting additional approaches to improve factual consistency. 

Ultimately, this will enable the responsible usage of LLMs and ensure their safety and 

trustworthiness when they are deployed in the real world. 

The significance of this research is particularly heightened by the increasing use of large 

language models (LLMs) in systems that support decision making, as even slight errors can lead to 

erroneous systems, change the outcome of decisions, or diminish user trust [7]. While there has been 

a surge in recent research focusing on improving model performance and eloquence, less research 
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has systematically studied the detection and mitigation of hallucinations across multiple disciplines 

and datasets. This review will provide clarity about the causal factors associated with hallucinations 

(e.g., data sparsity, bias in training, limitations of contextual understanding) so that a well-

established basis may be developed to 1. detect the hallucination as it occurs, and 2. develop 

interventions to minimise or counter the hallucination in an organised method. This research is 

valuable in developing linguistically more advanced, more interpretable, and more dependable 

models that incorporate human considerations and factual constraints that exist in the real world.[8] 

While the possibilities for Large Language Models (LLMs) have been developing, another 

profoundly serious limitation to their usefulness is hallucination [9]. LLMs can demonstrate partial, 

complete, or factually incorrect performance, but are also grammatical and reasonably coherent to 

the prompt. This is particularly concerning in applications for medical diagnosis, legal document 

drafting, and retrieving information in scientific disciplines, where there has to be greater accuracy. 

The existing body of work on hallucination detection and mitigation is often not particularly 

generalizable, and more generally tends to be specific to a domain or dataset [10]. There is no 

existing agreed-upon standard measure for either hallucination (prevalence or degree), and therefore, 

it is difficult to assess the reports of hallucinations.  

Thereby, if LLMs are to be accepted and reliable tools for real-world use, effective solutions 

for hallucination detection and subsequent mechanisms for minimising or mitigating the 

hallucination effects need to be developed. LLMs raise significant issues with hallucinations. 

Determining the existence of even inaccuracies or a set of things that could be factual but false could 

even be challenging. There are datasets for this purpose; however, they are not particularly 

representative of real-world observations and hallucination events, and hallucination events of LLMs 

in general will exist unevenly across domains [11]. Apart from hallucination events that LLMs 

produce, overall, the fidelity of LLMs is low. The purpose of this work is to examine hallucinatory 

behaviour in detail, review recent detection mechanisms, and offer workable solutions to repair 

hallucination behaviour, with imperfect but less biased LLMs, which can decrease hallucinatory 

outputs and build confidence in the use of LLMs more safely. 

To support a more comprehensive understanding of hallucinations and provide a more 

holistic view of them in Large Language Models (LLMs) across different domains and datasets [12], 

this article describes and provides some viewpoints on hallucinations (partial vs complete 

fabrications, internal vs extrinsic, etc), and the metrics used to identify and measure hallucinations. 

Additionally, it also describes existing techniques to detect and mitigate hallucinations [13]. This 

article is intended to provide a sense of classifications of hallucinations, as well as baseline and 

transformer-based models to detect hallucinations, and mitigation strategies, such as retrieval 

augmented generation, fine-tuning, and prompts [14]. Summary statistics (accuracy, precision, recall, 

F1-score, ROC-AUC ) and anecdotal examples are provided to assist the reader in understanding 

classifications of hallucinations and how viable a detection and mitigation strategy is across different 

datasets. Ultimately, this study not only conceptualises hallucinations in LLMs but also provides an 

avenue to rigorous factual reliability in LLMs and makes the use of information more secure and 

defensible. 

2. Literature Review 

The examination of Large Language Models' (LLMs) hallucinations has drawn considerable 

attention due to its implications for trust, reliability, and deployment. Recent work has spanned 

several domains, including (but not limited to) textual generation, multimodal applications, and 

clinical applications, with a particular emphasis on understanding causes of hallucinations, detecting 

signs, and intervention techniques to mitigate them. This literature review synthesises key findings 

from the existing literature, emphasising detection methods, intervention methods, and challenges for 

further research, to provide a solid research base. 
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2.1.Hallucinations in Large Language Models 

Hallucinations in Large Language Models (LLMs) refer to when they generate plausible-sounding 

information that is false or fabricated, creating a significant barrier for trustworthy use in common 

contexts. Cossio et al. (2025) [15] provided a general taxonomy of LLM hallucinations that classified 

errors as intrinsic and extrinsic, along with factuality and faithfulness, while identifying mentions, 

such as factual inaccuracy, ill logic, time confusion, ethical violations, and domain-specific 

hallucinations. Luo et al. (2024) [16] stressed the problems that hallucinations cause for practical 

application by looking at both detection and mitigation approaches for popular LLMs, including 

ChatGPT, Bard, and Llama. Mishra et al. (2024) [20] established fine-grained detection using the 

FavaBench benchmark and developed FAVA, a retrieval-augmented language model designed to 

rectify hallucinations and enhance factual correctness across many domains. Mündler et al. (2023) 

[19] concentrated on self-contradiction in instruction-tuned language models, creating a prompting-

based detection and mitigation framework suitable for black-box models. In contrast, Omar et al. 

(2025) [18] emphasised adversarial hallucinations in clinical settings, demonstrating that prompt 

engineering can diminish, though not completely eradicate, hallucination rates. 

2.2.Hallucinations in Vision-Language and Foundation Models 

Large vision-language models (LVLMs) and foundation models (FMs) encounter similar issues of 

hallucination in multimodal and general-purpose applications. Zhou et al. (2023) [17] examined 

object hallucination in LVLMs and introduced the LVLM Hallucination Revisor (LURE), which 

reconstructs descriptions with reduced hallucination by using co-occurrence, uncertainty, and 

positional elements, resulting in a 23% enhancement in assessment metrics. Rawte et al. (2023) [24] 

conducted a study on hallucination phenomena in foundation models (LFMs), formulating 

assessment criteria, categorising hallucination forms, and examining mitigation measures to 

guarantee secure deployment. These findings show that hallucinations are a problem that affects text, 

picture, and multimodal systems. This means that all sorts of models need to be tested and fixed in a 

strong way. 

2.3.Detection and Mitigation Strategies 

There have been several ideas put out for how to find and fix hallucinations in LLMs. Gumaan et al. 

(2025) [21] established a theoretical framework by presenting hallucination risk metrics and 

providing integrated detection and mitigation procedures that include token-level uncertainty, 

attention alignment assessments, retrieval-augmented generation, and hallucination-aware fine-

tuning. Zhang et al. (2025) [22] examined hallucination in retrieval-augmented generation (RAG) 

systems, elucidating the origins of hallucination during both the retrieval and generation phases, and 

developing frameworks for the detection, correction, and mitigation of hallucinations in real-time 

applications. Lavrinovics et al. (2025) [23] underscored the significance of knowledge graphs (KGs) 

in augmenting LLM reliability via the provision of structured factual context, while also 

acknowledging the persistent issues of knowledge integration, dataset accessibility, and assessment. 

These methods all show that they need to combine model-level changes, retrieval methods, and 

organised knowledge to make facts more consistent and stronger. 
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Table 1: Summary of Recent Studies on Hallucination Detection and Mitigation in Large Language Models 

Author Methods Key Findings Research Gaps 

Zhou et al. 

(2025) [25]  

HaDeMiF with D3T + 

MLP for hallucination 

detection and calibration 

Reduces hallucinations 

with <2% parameter 

overhead 

Limited evaluation 

across diverse LLM tasks 

Gokcimen 

et al. (2025) 

[26]  

Cross-LLM security 

framework using 

VectorDB, Kernel, and 

RAG 

Achieves 98 % 

accuracy; enhances 

reliability and 

mitigates 

hallucinations 

Applicability to broader 

LLM tasks and real-

world deployment 

scenarios remains to be 

tested 

Clement, 

Mateo. Et 

al. (2025) 

[27]  

LLM-based framework 

integrated with 

DevSecOps for 

automated threat 

detection and mitigation 

Enhances software 

security with scalable, 

context-aware 

detection; outperforms 

traditional tools. 

Challenges remain with 

false positives, 

adversarial prompts, and 

hallucinations. 

Lan et al. 

(2024) [28]  

Survey of LVLM 

hallucination causes and 

mitigation 

Summarises correction 

methods and 

evaluation benchmarks 

Limited practical 

dependability studies 

Wang et al. 

(2023) [29]  

HaELM, an LLM-based 

framework for 

hallucination evaluation 

in LVLMs 

Achieves ~95 % 

accuracy; low-cost, 

reproducible, and 

privacy-preserving 

Limited analysis of 

hallucination factors and 

mitigation strategies in 

LVLMs 

Malin et al. 

(2025) [30]  

LLM-based faithfulness 

evaluation; RAG and 

prompting 

Metrics align with 

human judgment; 

mitigation improves 

faithfulness 

Needs broader task 

evaluation 

Ahmad et 

al. (2023) 

[31]  

An exploratory study 

evaluating ChatGPT 3.5 

responses with students 

Provides inconsistent 

answers; unreliable for 

language/literature 

learning 

Limited reliability in 

educational applications 

Mohammed 

et al. (2024) 

[32]  

Comparative analysis of 

hallucinations in GPT-

3.5 and GPT-4 

GPT-4 improves over 

GPT-3.5, but 

hallucinations persist 

Further research is 

needed on AI robustness, 

interpretability, and 

ethical implications 
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3. Dataset Collection and Preprocessing 

The efficacy of hallucination detection and mitigation measures in Large Language Models (LLMs) 

is significantly influenced by the quality, variety, and representativeness of the used datasets. This 

work employs many publicly accessible datasets to guarantee extensive representation of diverse 

domains, task categories, and hallucination patterns. 

3.1.Dataset Selection 

To thoroughly evaluate hallucination detection and mitigation strategies in Large Language Models, 

this study examined two datasets. The Kaggle Hallucination Detection Dataset labels LLM-written 

text, both genuine and imagined. This makes it useful for detection model training and testing. The 

DefAn and Poly-FEVER Benchmark Datasets focus on fact-checking and feature tough examples, 

making them excellent for assessing model robustness in various contexts. These statistics provide a 

comprehensive and authentic basis for examining hallucinatory behaviour, identifying its occurrence, 

and assessing practical methods for its prevention. 

 

Figure 2: Structured Pipeline for Dataset Preparation and Analysis 

3.2.Data Cleaning and Label Normalisation 

The raw dataset frequently contains several types of errors, noise, or may even remain entirely 

unannotated. As part of the preparation process, duplicates were removed, formatting errors fixed, it 

was verified that the labels utilised the same language (i.e., "factual" versus "hallucinated"), and the 

tokens were cleaned up to remove random letters/symbols. They routinely indicated that the data 

passed off in models for training and testing was of quality. 

3.3.Exploratory Data Analysis (EDA) 

An exploratory study was conducted to understand the composition and characteristics of the 

datasets: 

● Class Distribution: It checked the ratio of real to imagined cases to make sure there was a 

fair representation. If there was not, they used resampling methods. 
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● Text Length Statistics: The average and longest token lengths were used to help figure out 

how to cut or add to sequences for transformer-based models. 

● Distribution by Domain: The data was divided into groups based on domains, such as 

general knowledge, medical, legal, and multimodal, to investigate how well the model 

performed across diverse information types. 

3.4.Data Splitting 

To train and assess the models, the datasets were divided into training, validation, and test sets in an 

80:10:10 ratio. It was significant that the proportions of domain dispersion and hallucinations were 

kept consistent across and within each of the splits to ensure robust testing and generalisation of 

detection mitigation approaches. 

4. Characterisation of Hallucinations 

They need to understand how hallucinations operate in Large Language Models (LLMs) so that 

detection and mitigation are successful. Hallucinations are responses that are either inaccurate, 

misleading, or not consistent with the prompt or real-world information. In some scenarios, 

hallucinations may downgrade LLMs to almost unreliable sources. This section provides a 

theoretical basis for classifying, understanding, and analysing hallucinations without reference to a 

specific set of experimental results. 

4.1.Taxonomy of Hallucinations 

There are two main categories of hallucinations: intrinsic and extrinsic. An intrinsic hallucination 

occurs when the model generates something that is not true, either because it does not align with the 

input or context. An extrinsic hallucination occurs when the model generates some information that 

is not true, either because it did not align with facts coded from the external world or real-world 

knowledge. In general, hallucinations fall into two forms: partial and whole. Part of this depends on 

how far away from being true the information is: partial hallucinations contain relatively small 

mistakes or additions, while whole hallucinations contain fabricated or entirely made-up information. 

Another distinction exists when they look at fidelity and factuality. Factuality is the accuracy of what 

is said, while fidelity is what aligns with the input context. This creates a taxonomy that yields itself 

to being generalizable for content and activities. 

4.2.Causes and Influencing Factors 

Many things can produce LLM hallucinations. Data challenges could consist of noisy, incomplete, or 

biased training datasets, providing unreliable model outputs. Model worries might include design 

flaws, making too many assumptions, or even being unable to think clearly. Prompt issues could 

include how users word the prompt, prompt length, and possibly prompt comprehension. All of these 

elements could create answers based on things that are inconsistent or not true. There are also 

cognitive and non-cognitive and psychological factors, such as poor instructions or subjective 

interpretive factors, that could affect what is hallucinated. Understanding these similar factors is 

important when trying to predict hallucinogenic environments. 

4.3.Patterns and Manifestations 

Hallucinations can take several forms: incorrect facts, illogical statements, temporal disorientation, 

contradictions of the self, or irregularities specific to a certain domain. Some fields, such as 

healthcare, law, and scientific writing, are more prone to hallucinations simply because of the degree 

of precision they require. In multimodal and vision-language tasks, hallucinations can also be present 

and would be especially problematic when the object is misidentified or provides a description that 

would be generated and inaccurate. The features associated with hallucinations also inform them of 

the conditions and behaviour likely to invoke hallucinations. 
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4.4.Implications and Importance 

The theoretical characterisation of hallucinations emphasises the complexity and inevitability of 

hallucinations in LLMs. Gaining knowledge about the types, causes, and patterns of each of these 

things, researchers and practitioners can better integrate detection frameworks, evaluations, and 

mitigation techniques. Building this core understanding allows for systematic experimentation in the 

subsequent sections of this work, which yields models that are better, more dependable and more 

accurate than what researchers see in the real world. 

5. Detection Methodology 

A systematic method using both conventional and modern machine learning techniques and 

architectures based on transformers is necessary for reliably identifying hallucinations in big 

language models. This portion will describe the models that were used, their settings and training 

methods, as well as the ways in which they were evaluated to support a full analysis. 

 

Figure 3: Hierarchical Workflow for Hallucination Detection and Evaluation in LLMs 

5.1.Baseline Models 

They began with baseline models to establish a standard for recognising hallucinations. They used 

TF-IDF input text representations with traditional classifiers like Logistic Regression and SVM. TF-

IDF representations show how often and how important words are in a corpus. They also looked at 

sequence-based models like BiLSTM and GRU that used word embeddings to figure out the context 

of the text. Try these models to test basic concepts before moving on to transformer-based models. 

They carefully selected learning rate, hidden unit count, and dropout rates to optimise learning 

without overfitting. This baseline investigation shows how effectively standard models can detect 

semantic mistakes and hallucinations in LLM outputs. 

5.2.Transformer-Based Models 

Modern transformer topologies like BERT, RoBERTa, and DeBERTa improved hallucination 

detection. They were trained on massive datasets and fine-tuned for binary classification. These 

models employ contextual embeddings to uncover subtle semantic correlations in text, detecting 

minor faults that simpler models miss. Tokens from input sequences become embedding vectors. 
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These vectors are subsequently processed by numerous self-attention layers for valuable 

characteristics. Change model weights on labelled hallucination data to fine-tune the model's 

classification accuracy and avoid overfitting using learning rate scheduling and dropout. 

Transformers explain language better than baseline models. This makes them ideal for discovering 

hallucinations in big language models' complicated, context-rich outputs. 

5.3.Model Training and Hyperparameter Tuning 

It carefully chose the hyperparameters for all of the models, including the baseline classifiers and 

transformers, to make sure they worked their best. Cross-validation was used to adjust parameters, 

including regularisation strength, kernel type, and number of estimators for classical models. They 

waited for the hyperparameters for the sequence models and transformers, such as number of epochs, 

learning rate, batch size, and number of hidden units, made a compromise between learning and 

avoiding overfitting, and then (weighting the AdamW optimiser for labelled hallucination datasets 

and early halting to stabilise things) deemed that for the best test of each model's ability to perform. 

5.4.Evaluation Metrics 

It used standard evaluation metrics like accuracy, precision, recall, F1-score, and ROC-AUC to 

assess how well the model could detect hallucinations. Accuracy assesses how good the predictions 

are overall, while precision and recall assess how well the model can detect hallucinated outputs 

while having no misses from the real outputs and no false positives. F1-score is an effective way to 

account for both accuracy and recall, particularly with an unbalanced sample and hallucinations 

(label 1) being the minority. ROC-AUC gives further information on how well the model can tell the 

difference between things at different decision thresholds. 

Table 2: Comparative Performance of ML & Transformer Models (Macro Average) 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

Logistic Regression 86.01 55.82 62.57 57.05 

SVM (Linear) 87.48 53.97 56.76 54.65 

Random Forest 94.10 65.35 55.51 57.60 

DistilBERT (Fine-tuned) 94.10 47.05 50.00 48.48 

The comparison of the refined DistilBERT model with the basic machine learning models in terms of 

macro average metrics is shown in Table 2. These results highlight the advantages and disadvantages 

of each approach. While transformers like DistilBERT provide a better understanding of meaning 

even with smaller training sets, Random Forest, for instance, offers the greatest macro metrics 

among classical models. 

6. Experiments and Results 

This section details their Kaggle dataset testing of hallucination detection methods. Train and 

evaluate baseline classifiers and advanced transformer-based models. They will next assess their 

accuracy, precision, recall, F1-score, and ROC-AUC. The results will be presented using confusion 

matrices, ROC curves, and graphs showing hallucination rate decline. This comprehensive 

evaluation helps them determine which models reduce hallucinations and ensure that massive 

language models are more accurate. 
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Figure 4: Confusion Matrix of Logistic Regression for Hallucination Detection in LLM-Generated QA Data 

The Logistic Regression model is highly effective in distinguishing between responses that 

are hallucinated and those that are not, as illustrated in Figure 4. The model accurately predicted 

3,157 of the 3,159 genuine non-hallucinated events, with only 2 being misclassified as hallucinated. 

This demonstrates that it was nearly impeccably accomplished in identifying factual responses. The 

model correctly identified seven of the 179 hallucinated replies; however, it incorrectly classified 

172 of them as non-hallucinated. The model is capable of accurately identifying the majority class, 

even though only a small number of hallucinated samples were misclassified. These results are 

encouraging, as they demonstrate that the model is capable of identifying precise empirical 

responses. This is a critical step in the reduction of hallucinations in the outputs of large language 

models. Additionally, they offer them a starting point for enhancing the detection of uncommon 

hallucinations. 

 

Figure 5: Confusion Matrix of Linear SVM on LLM Hallucination Detection 
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Applying the linear SVM to the hallucination-detection dataset effectively separates the non-

hallucination class from the hallucination class, as shown in Figure 5. It has a 99.87% success rate 

when it comes to negative results, correctly identifying 3,155 out of 3,165, while incorrectly 

classifying 4 as false positives, which are really hallucinations. There were 179 positive examples of 

hallucination; however, the model got 173 (96.6% of the total) wrong and misidentified them as 

negatives. The model's success in detecting non-hallucinations demonstrates its extreme caution and 

lack of false alarms, in contrast to its deficient performance in detecting hallucinations (the minority 

class). This suggests that while trying to reduce AI hallucinations, the model is more prone to under-

calling them than over-calling them. In cases when one's safety is paramount, this could serve as an 

appropriate baseline. 

 

Figure 6: Confusion Matrix of Random Forest on Kaggle LLM Hallucination Detection Dataset 

Compared to the linear SVM baseline, hallucination detection has improved in a balanced 

manner, as seen in Figure 6. Out of 3,159 true negatives, 3,151 were correctly classified as non-

hallucinations, while just 8 were false alarms. On the negative side, it was 99.7 per cent correct. As 

far as the hallucination class was concerned, the model got 10 true positives and 169 false negatives. 

Compared to the prior SVM, the model does a better job of identifying positive cases, but it is still 

not great at detecting hallucinations. That it is becoming better at spotting complex hallucination 

patterns is evident here. Because it finds more hallucinations and reduces the frequency of false 

positives, Random Forest is often better at distinguishing between genuine and fake stimuli. Building 

trustworthy AI systems that can distinguish between accurate and inaccurate results is an important 

next step. 
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Figure 7: Comparative Reduction of Hallucination Rates Across Machine Learning Models on LLM Outputs 

The effectiveness of different machine learning models in reducing the quantity of 

hallucinations in the outputs of large language models is seen in Figure 7. With an impressive rate of 

96.65%, the SVM and DistilBERT models had the greatest ability to decrease hallucinations. This 

demonstrates their proficiency in identifying and eliminating inaccurate or fabricated information. At 

96.09%, Logistic Regression ranks second, demonstrating superior performance but slightly lagging 

behind SVM and DistilBERT. Even though Random Forest lags a little at 94.41%, it still has a 

significant impact, demonstrating the effectiveness of ensemble techniques in this field. Overall, 

their results indicate that modern ML and transformer-based techniques might significantly increase 

the reliability of LLM outputs, which is advantageous for AI applications that need reliability. 

 

Figure 8: Confusion Matrix of Fine-Tuned DistilBERT on Kaggle LLM Hallucination Detection Dataset 
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It finds a small number of real hallucination events while being quite excellent at detecting 

non-hallucinated outputs (as shown in Figure 8). With just 2 false positives, the model accurately 

classified 3,157 out of 3,159 actual negatives. Its accuracy on negatives was 99.94%, as seen above. 

Only six of the 179 cases in the hallucination class had a correct diagnosis; the other 173 were 

ignored. Overall performance demonstrates that DistilBERT is amazingly effective in reducing false 

alarms and making extremely solid classifications, but the memory for hallucinations is poor. The 

results of this research demonstrate that transformer-based fine-tuning is an effective method for 

developing consistent and cautious AI systems. This is a positive development that will help large 

language models improve their hallucination detection capabilities. 

 

Figure 9: ROC Curve Analysis of Fine-Tuned DistilBERT Model for Hallucination Detection in LLMs 

The ability of the refined DistilBERT model to distinguish between hallucinated and non-

hallucinated outputs is shown in Figure 9. The model is amazingly effective at distinguishing 

between true positives and false positives, as shown by its Area Under the Curve (AUC) value of 

0.7401. Compared to the random baseline of 0.5, this is much superior. The model consistently 

strikes a good compromise between sensitivity (low false positive rate) and specificity (true positive 

rate), as seen by the curve's gradual climb toward the top-left corner. This result demonstrates that 

DistilBERT is a dependable and effective method for detecting hallucinations in large language 

models once it has been refined on the hallucination detection dataset. This advances the overarching 

goal of improving the accuracy and reliability of content produced by AI. 
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Figure 10: ROC Curve Analysis of Baseline Models for Hallucination Detection in LLMs 

The effectiveness of baseline models in identifying hallucinations in comparison to one 

another is shown in Figure 10. The greatest Area Under the Curve (AUC) score was 0.7261 for 

Logistic Regression, 0.7069 for Random Forest, and 0.6749 for SVM. All three models performed 

much better than the random baseline of 0.5, demonstrating their ability to distinguish between 

replies that were hallucinated and those that were not. For this project, logistic regression was a 

suitable place to start since it provided the best balance between true positive and false positive rates. 

These results lend credence to the notion that machine learning models might improve the reliability 

of large language models by detecting hallucinations with a reasonable degree of accuracy. 

 

Figure 11: Top 15 Frequently Occurring Words in Misclassified Hallucination Samples 

The most frequently occurring phrases in hallucination samples that the detection models 

misidentified are shown in Figure 11. High-frequency function words like "the" (about 750 times), 

"a" (about 430 times), "to" (about 400 times), "and" (about 395 times), and "of" (about 300 times) 

make up the majority of the misclassified cases. Since these words are often neutral stop words, 
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ensuring that the words fit together meaningfully is more important in identifying hallucinations than 

just having certain words present. Their prevalence raises the possibility that surface lexical signals 

may not be sufficient for accurate hallucination diagnosis, highlighting the need for complex 

structures for deeper semantic modelling, such as transformer-based models. In line with the overall 

goal of creating more reliable systems to reduce AI hallucinations in large language models, this 

study emphasises the need for context-aware learning. 

7. Conclusion 

This study demonstrates that to reduce hallucinations in large language models, both traditional 

machine learning models and advanced transformer-based architectures are crucial. With an accuracy 

of 86.01% and an AUC of 0.7261, logistic regression is an excellent place to start. In contrast, 

Random Forest was more accurate at detecting hallucinations, with a 94.10% accuracy rate. After 

refinement, DistilBERT demonstrated the effectiveness of transformer models in capturing complex 

semantic patterns with an impressive non-hallucination classification accuracy of 99.94% and an 

AUC of 0.7401. Crucially, the analysis of the decline in hallucination rates revealed gains of up to 

96.65% in some situations, demonstrating the positive advancements being made by hybrid detection 

techniques. In the future, they may use explainable AI frameworks, expand the dataset, and add 

RoBERTa and DeBERTa for deeper contextual learning to improve memory for minority 

hallucination scenarios, which are still an issue. These advancements might make hallucination 

detection systems reliable checks that ensure the factual consistency of AI-generated outputs. The 

goal of developing AI systems that are transparent, dependable, and consistent with human ideals 

will greatly benefit from this. 
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